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STATE OF WASHINGTON

EMPLOYMENT SECURITY DEPARTMENT

P.O. Box 9046   Olympia, WA 98507-9046   www.wa.gov/esd
INFORMATION TECHNOLOGY SERVICES DIVISION
IT ARCHITECTURE



Date:
January 2, 2003



To:
WorkSource Administrators

WDC Partners



From:
Bill Pruett, Manager, IT Field Operations 
Peter Mann, Director, Information Technology Architecture

Cc:




Subject:
Partner Software & Equipment Approvals

Recently, WDC Partners have acknowledged and agreed to abide by current ESD Policies and Procedures.  Several questions have arisen in how this applies to partners in reference to Policy #2016 (Use of Department Information Technology Resources).  More specifically, how can partners that maintain their own networks and workstations abide by the policy without adding a layer of administrative oversight.  This memorandum will attempt to classify and categorize software and equipment and the levels of approval needed to install.  Approval levels can be categorized into three classification tiers.

Tier 1 represents basic workstation software and equipment modifications necessary for normal levels of maintenance.  There is no prior approval necessary for this category of software and equipment.  Please review the current ESD Personal Computer Hardware and Software Purchase Standards memorandum approved by the Information Technology Steering Committee.

Tier 2 software and equipment can have an impact on the ESD network.  It will be up to the Regional Technician to determine the impact and any further approvals. Approval from the Regional Technician will be necessary for items under this category.

Tier 3 software and equipment are generalized areas where ITSD has concerns.  Software and equipment in this category poses a risk to the agency in Bandwidth usage, Security to the network or Illegal activities.  Items in this category require ITSD IT Architecture approval before software or equipment is installed.

Some software and equipment can be categorized under both a Tier 1 or 2 and still fall under a Tier 3 category.  For example, Instant Messaging can be part of a productivity suite pack, which falls under Tier 1.  However, since it conflicts with the area of concern in Tier 3, it should not be installed without prior approval.

Please be advised, for those partners having ITSD support their technical needs, they must still have their local support technician perform any of these three tiered upgrades.  

The following matrix outlines examples of software and equipment categories to define the various tiered approach for software approval.  This document may be modified by the IT Architecture group as other policies and technologies change.  Anything not listed below will be addressed on a case by case basis.  If you have any questions regarding the content of this document, please contact me at (360) 438-4039 or Peter Mann at (360) 438-3225.

SOFTWARE

(Must be Legally Licensed)
Tier 1
Tier 2
Tier 3


No Prior Approvial Required
Regional Technician Approval Required
IT Architecture Approval Required







System software (Operating System, Utilities) 

3rd Party Vendor Products
Streaming Video



Networked and/or Shared Software
Kazaa, Morpheus & other Peer to Peer file sharing 



Browser

Any Software that extends outside the Local area (office)
Instant Messaging 2


Development Software

Performance Monitoring Software


Agency Approved Software

Remote Access 2

EQUIPMENT
Tier 1
Tier 2
Tier 3


No Prior Approvial Required
Regional Technician Approval Required
IT Architecture Approval Required







Non Networked Printers
Networked Printers
Wireless (Bridges, Routers, Access Points, NICs)


Video and Drivers
Equipment Requiring IP Addresses
Personal Equipment 



Memory

Other WAN Connections 

Routers

Internet Connections


CD/DVD or other Peripherals

Authentication Services



Tier 2
IP Addressing
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� “Browsing Service” must be disabled


� Not Allowed on ESD Networks


� Must be IE 5.5 or later. Must point to ESD Proxy Server. No Instant Messaging


� PDA Equipment can be used. Data falls under confidentiality clause in Data sharing agreements.
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