Data Request for Level 2 or Level 3 Security for 
Confidential Unemployment Insurance (UI) Data through Inside ESD DataMall

The DataMall website on InsideESD serves as a portal to all data stored in the data warehouse and access to various reports organized by subject areas called DataMarts.  Reports containing confidential data are secured and require prior approval to access.  

The DataMall has three levels of security. 

Level 1 Security the lowest level of security allows a user to access non-confidential DataMall reports, such as statistical reports and graphs. Everyone who has access to the ESD domain on the Agency's Intranet has Level 1 permission.  ESD staff does not need to request approval to Level 1 access. 

Level 2 Security allows a user to specify certain variables (such as start to end date, county, etc) to access structured queries to confidential DataMall reports. Structured queries access data through reports already written.  For Level 2 access, ESD staff must request approval from their immediate supervisor and the appropriate division’s data security administrator.
Level 3 Security allows a user to access open data base connections to one or more tables in the DataMall.  With Level 3 access a user has direct access to data warehouse tables for ad hoc queries and reports using database management software such as Microsoft Access, Microsoft Excel, SQL, etc.  For Level 3 access, ESD staff must request approval from their supervisor and the appropriate division’s security administrator for direct access to data warehouse tables.  Once Level 3 access is approved, a data warehouse administrator will advise you on how to set up the necessary open data base connectivity to the data warehouse database.
The data in the data warehouse tables and DataMall reports are owned by the ESD division from whose operational systems the data are extracted.  Only the Assistant Commissioners and their designated security coordinators may authorize access to their data.  
To request approval for Level 2 or Level 3 access to UI data, the template noted below must be completed and e-mailed with approval by the requesting user’s supervisor and e-mailed to the UI Division’s designated security administrator.  Currently, the UI Division’s designated security administrator is Celia Nwankwo whose e-mail address is  CNwankwo@esd.wa.gov.  Once a request is approved, the supervisor and requesting user or users will be notified by e-mail.  

Note:  Requestors can find information describing the data in each table by consulting the Data Dictionary through InsideESD – DataMall. 
When data access is no longer required by an individual, please e-mail the UI data security administrator so that the individual’s access can be deleted from the system.  
To Request Staff Access to Level 2 or Level 3 Security to confidential UI data through Inside ESD DataMall 
the following information must be completed and e-mailed to the UI Division’s data security administrator by the requesting user’s supervisor.  The supervisor’s e-mail must provide the business need and show that they have approved the request.
1. The level of security requested: (Check the requested level of security).
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2. If Level 2, Data Mall Reports are requested, please list the titles of the reports requested:___________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
3. Identify the name or names of each requested user and their network logon id.  Add more lines as needed.

	Name or Names:
	Network Logon Id

	1.
	

	2.
	

	3.
	

	4.
	

	5.
	

	
	


4. The name of the Data Warehouse User Group or Tables Requested.  Add more lines as needed.
	Data Warehouse User Group requested*:
	Or, Tables requested:

	1.
	1.

	2.
	2.

	3.
	3.

	4.
	4.

	5.
	5.

	
	

	
	

	
	


*The level 3 Data Warehouse User Groups requested most often include:

· DWGUIBenefitBASICProfile

· DWGUIBenefitBENEFITSProfile

· DWGUIBenefitOVERPAYMENTProfile

· DWGUIBenefitRESEARCHProfile

· DWGTaxisUser
5. Please provide a brief statement explaining the business need for the user or users to access the data.  Explain why the data is needed by the user or users to do his or her job duties.  The business need must support access for each requested user and the business need must also justify access to a user group or the specific table or tables requested.  Add more lines as needed
_______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________.
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